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Persons attending the meeting are requested to turn off mobile phones.

Membership

Mr T Garrod - Chairman Dr C Jones

Mr D Bills - Vice-Chairman Mr D Rowntree
Mr E Colman Ms S Squire
Mr S Eyre Dr M Strong

Mr T FitzPatrick

For further details and general enquiries about this Agenda
please contact the Committee Officer:

Tim Shaw on 01603 222948 or email committees@norfolk.gov.uk

Under the Council’s protocol on the use of media equipment at meetings held in
public, this meeting may be filmed, recorded or photographed. Anyone who wishes to
do so must inform the Chairman and ensure that it is done in a manner clearly visible
to anyone present. The wishes of any individual not to be recorded or filmed must be
appropriately respected.



mailto:committees@norfolk.gov.uk

Agenda

To receive apologies and details of any substitute members attending
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Declarations of Interest

If you have a Disclosable Pecuniary Interest in a matter to be considered
at the meeting and that interest is on your Register of Interests you

must not speak or vote on the matter.

If you have a Disclosable Pecuniary Interest in a matter to be considered at
the meeting and that interest is not on your Register of Interests you
must declare that interest at the meeting and not speak or vote on the matter

In either case you may remain in the room where the meeting is taking place.
If you consider that it would be inappropriate in the circumstances to remain
in the room, you may leave the room while the matter is dealt with.

If you do not have a Disclosable Pecuniary Interest you may nevertheless
have an Other Interest in a matter to be discussed if it affects

- your well being or financial position

- that of your family or close friends

- that of a club or society in which you have a management role

- that of another public body of which you are a member to a greater
extent than others in your ward.

If that is the case then you must declare such an interest but can speak and
vote on the matter.

Any items of business the Chairman decides should be considered as a
matter of urgency

Public QuestionTime
Fifteen minutes for questions from members of the public of which due notice
has been given.

Please note that all questions must be received by the Committee Team
(committees@norfolk.gov.uk) by 5pm Friday 3 November 2017. For
guidance on submitting public question, please view the Consitution at
www.norfolk.gov.uk.

Local Member Issues/ Member Questions
Fifteen minutes for local member to raise issues of concern of which due
notice has been given.

Please note that all questions must be received by the Committee Team
(committees@norfolk.gov.uk) by 5pm on Friday 3 November 2017.
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7. Chairman's Update
Verbal update by Clir Tom Garrod

8. Proposal to Commission Mobile Voice and Data Study
Report by Executive Director, Community and Environmental Services
and Executive Director Finance and Commercial Services

9. Finance Monitoring
Report by Executive Director, Community and Environmental Services
and Executive Director Finance and Commercial Services

10. Performance Management
Report by Executive Director, Community and Environmental Services
and Executive Director Finance and Commercial Services

11. New Social Care System
Report by Executive Director of Adult Social Services

12. IMT Risks and Associated Actions Report
Report by Executive Director, Finance and Commercial Services

13. Business Intelligence
Report by Executive Director, Finance and Commercial Services

Group Meetings

Conservative 9:15am Leader’s Office, Ground Floor
Labour 9:00am Labour Group Room, Ground Floor
Liberal Democrats 9:00am Liberal Democrats Group Room, Ground Floor

Chris Walton

Head of Democratic Services
County Hall

Martineau Lane

Norwich

NR1 2DH

Date Agenda Published: 31 October 2017
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IN A If you need this document in large print, audio, Braille,
alternative format or in a different language please contact
\J TRAN  customer Services on 0344 800 8020, or Text Relay on 18001
communication for all 0344 800 8020 (textphone) and we will do our best to help.
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yNorfolk County Counci ftrn 2

Digital Innovation and Efficiency Committee

Minutes of the Meeting Held on 12 October 2017
10:00am, Edwards Room, County Hall, Norwich

Present:

Mr T Garrod (Chairman)

Mr D Bills Dr C Jones
Mr P Duigan (sub for Ms S Squire) Mr G Middleton (sub for Mr E Colman)
Mr S Eyre Dr M Strong
Mr T Fitzpatrick Mrs C Walker (sub for Mr D Rowntree)

Guests in attendance for the item
on the Norfolk Counter Fraud Hub:

Paul Cotton (BAE Systems)
Ravi Gogna (BAE Systems)
Rachael Tiffen (Cipfa)

1. Apologies for Absence

1.1 Apologies for absence were received from Mr E Colman, Mr D Rowntree and Ms S
Squire.

2 Minutes

21 The minutes of the previous meeting held on 18 September 2017 were confirmed

by the Committee and signed by the Chairman.

It was noted that Minute 10.4 should read: previously reported that once 90% DAB
coverage FM would be switched off.

3 Declarations of Interest
3.1 Mr T Fitzpatrick declared an “other interest” because he worked as an IT
consultant.

Mr G Middleton declared an “other interest” because he was a Director of an on-
line media company.

4 Items of Urgent Business



4.1

5.1

6.1

71

7.2

8.1

8.2

8.3

8.4

There were no items of urgent business.
Public Question Time
There were no public questions.

Local Member Issues/ Member Questions
There were no Local Member Issues/ Member Questions.
Chairman’s Update

The Chairman announced that he had written to the DCMS Secretary of State, the
Rt. Hon Karen Bradley MP, last week following her recent visit to Norwich Castle
Museum. The letter explained some of the concerns people in Norfolk had with
new technology (especially around Broadband) and showed that the County
Council was lobbying government to resolve the issues. The Chairman asked for
the letter to be sent to Members of the Committee for information purposes.

The Chairman reminded Members of the arrangements that had been made for
the tour that would follow at the end of the meeting. The tour would include a visit
to the Attleborough Fibre Exchange where Members would receive a short
presentation from the lead officer for Better Broadband for Norfolk and a visit to
various implementation sites around the Hingham Local Exchange area.

Finance Monitoring

The annexed report (8) by the Executive Director of Community and
Environmental Services and Executive Director of Finance and Commercial
Services was received.

The Committee received a report by the Executive Director of Community and
Environmental Services and Executive Director of Finance and Commercial
Services that provided the Committee with information on the budget position for
services reporting to Digital Innovation & Efficiency Committee for 2017-18.

In reply to questions, the Executive Director of Finance and Commercial Services
said that the County Council would shortly be taking up with the districts the
release of any unspent specific grant income that had been set aside to help
support the Better Broadband for Norfolk project.

RESOLVED

That the Committee note:
1. The forecast out-turn position for the Digital Innovation & Efficiency
Committee
2. The capital programme for this Committee.
3. The current planned use of the reserves and the forecast balance of
reserves as at the end of March 2018.
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9.3

9.4
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10.1

10.2

Strategic and Financial Planning 2018-19 to 2021-22

The annexed report (9) by the Executive Director of Community and
Environmental Services and Executive Director of Finance and Commercial
Services was received.

The Committee received a report that set out Policy and Policy and Resources
Committee’s guidance on the actions required to support preparation of a
balanced budget for 2018-19. The report also set out details of the saving
proposals identified for 2018-19 and subsequent years, for the Digital Innovation
and Efficiency Committee’s consideration.

In reply to questions, the Executive Director of Finance and Commercial Services
confirmed that the new budgetary pressures on ICT services were reported to the
September 2017 meeting of the Policy and Resources Committee. Work in the
directories relating to the Digital Innovation and Efficiency Committee included a
continued focus on taking forward the digital transformation agenda that would
drive efficiency savings throughout the County Council. A full list of savings would
be considered by Policy and Resources Committee on 30th October 2017 and
would be emailed to Members of this service committee in due course.

RESOLVED
That the Committee:

1. Note that the Council’s current budget planning includes an assumed
increase in council tax of 3.0% for the Adult Social Care precept, and
an inflationary increase of 1.9% in 2018-19.

2. Agree the service-specific budgeting issues for 2018-19 as set out in
section 3 of the report.

3. In order to help close the forecast 2018-19 budget gap as set out in
section 2 of the report:

a. Note that any savings identified for 2019-20 have the capacity to
be brought forward to 2018-19;

b. Agree the proposed new savings for 2018-19 (Table 4 of the
report) for recommendation to Policy and Resources
Committee;

c. Agree to recommend to Policy and Resources Committee the
proposed new savings for 2018-19 which require consultation
as set out in section 3 of the report.

Performance Management

The annexed report (10) by the Executive Director of Community and
Environmental Services and Executive Director of Finance and Commercial
Services was received.

The Committee received its second performance management report for the IMT
Department. The report included operational dashboard information based on the
seven vital signs performance indicators that fell under the remit of this
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11.1

11.2

11.3

11.4

11.5
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Committee, none of which had met the exception criteria.

In reply to questions, the Head of ICT confirmed that while capacity constrains
within the ICT Department remained an important issue the vital sign indicators
showed that ICT performance was ahead of target. The performance indicators
included the work undertaken by ICT services for NCC staff and organisations
outside of the County Council.

RESOLVED
That the Commiittee:

Note the information provided in the report and on the report cards and in
particular the performance data/information relating to the Committee’s
remit, in addition to the 7 vital signs, which the Committee would wish to
review on a regular basis.

NCC Digital Offer — progress to date

The annexed report (11) by the Executive Director of Community and
Environmental Services was received.

The Committee received a report by the Executive Director of Community and
Environmental Services and a presentation from the Assistant Director,
Community, Information and Learning that explained the significant progress that
was being made with the NCC Digital Offer.

The presentation showed that in addition to the new online platform and the “my
Norfolk” customer account, CRM /automated processes had been implemented for
a wide range of business areas across the work of the County Council. The work
undertaken so far and that planned for the future was explained to Members.

At the end of the presentation, Members drew attention to the automated
processes within the new content management website and, in particular, to the
option to report highways defects and view a highways defects map. Members
were pleased to hear that the new technology had increased the proportion of
highways defects that were reported online. This had enabled Members and
Parish Councils to gain better visibility of the status of highways issues.

Members said that the targets set by officers to achieve a steep rise in the total
number of on-line digital accounts in 2018 and beyond were ambitious. Members
drew attention to the good external stakeholder feedback and the high proportion
of requests from customers using online accounts. It was noted eventually it would
be possible to link to social media to understand what customers were saying
instantly to pre-empt demand.

The Chairman asked for Members to be provided with a briefing note on the
services “Liquid Logic” (the replacement for the Care First System) could be
expected to provide on-line.
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RESOLVED
That the Commiittee:

Note the report which was intended as an introduction to the progress of
digital transformation of customer facing services.

Local Full Fibre Network Bid

The annexed report (12) by the Executive Director of Finance and Commercial
Services was received.

The Committee received a report by the Executive Director of Finance and
Commercial Services, and a presentation from the Head of IMT, that described an
opportunity to bid for new funding from the Department for Digital, Culture, Media
and Sport (DCMS) to enable further deployment of fibre optic cabling across
Norfolk in support of high speed data connectivity for residents and businesses.

In reply to questions, Members were informed that a successful bid to the DCMS
Challenge Fund would accelerate the deployment of full fibre networks in the
county and help to establish public sector digital hubs that could support digital
service transformation and incubator units for digital business start-ups. A
successful bid would also provide leverage for local investment and activity to
stimulate more fibre connections generally.

The Committee gave their full support to the EOI that was submitted to the DCMS
by the deadline of 23rd August 2017 and asked for the final bid to be shared with
all Members of the Committee before it was submitted to the DCMS. The
Chairman asked that when an update report was presented to the Committee for it
to include examples of what could be achieved in Norfolk by the use of full fibre
and cutting edge 5G technology.

RESOLVED
That the Commiittee:

1. Note the opportunity and approve the development of a full bid in
conjunction with Norfolk District Councils and any other relevant
bodies.

2. Delegate authority for the submission of the bid to the Head of
Information Management & Technology in consultation with the Chair
and Deputy Chair of the Digital Innovation and Efficiency Committee
after it has been shared with all Members of the Committee.

Norfolk Counter Fraud Hub

The annexed report (13) by the Executive Director of Finance and Commercial
Services was received.

The Committee received a report by the Executive Director of Finance and
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Commercial Services that provided an introduction to the work in progress across
London Boroughs to identify, stop and prevent fraud. The Committee also received
a presentation from guest speakers at CIPFA and BAE Systems that reviewed
learning from the London Hub and considered the suitability of a similar approach
being pursued across Norfolk.

The guest speakers explained why the London Boroughs that had taken part in the
project had collaboratively procured BAE systems as the technology provider, in
partnership with Cipfa (the public sector accountancy organisation) to establish the
hub, reduce fraud and drive out savings.

Members spoke in support of the County Council going to the next stage in the
preparation of a business case for a Norfolk Counter Fraud Hub and inviting a
wide range of partners to a series of local workshops aimed at addressing the
most important issues. In reply to questions, it was noted that the Head of ICT had
kept the County Council network of local authorities, including the LGA, informed
of developments and was in discussions with neighbouring counties about the
geography for the roll out of the business case after it had been introduced in
Norfolk.

RESOLVED
That the Commiittee:

1) Note the information provided in this report.

2) Direct officers to proceed with the development of a business case and
implementation plans for a Norfolk County counter fraud hub.

3) Present the business case at a future Digital Innovation and Efficiency
Committee meeting.

Forward Plan

The annexed report (14) by the Executive Director of Community and
Environmental Services and Executive Director of Finance and Commercial
Services was received.

RESOLVED

That the Committee agree the forward plan, subject to the addition of the following
issues for the meeting in January 2018:

e A report on the local planning process and the provision of broadband
services.

¢ An invitation being sent to mobile phone providers to discuss mobile phone
coverage and how mobile phone services can be better delivered in
Norfolk.

The meeting concluded at 12.10 pm

10



Chairman

11



12



Digital Innovation and Efficiency
Committee

Report title: Proposal to commission a mobile J::pirgg& data
study
Date of meeting: 8 November 2017
Responsible Chief Tom McCabe — Executive Director, Community
Officer: and Environmental Services, Simon George —
Executive Director, Finance and Commercial
Services

Strategic impact

While the successful Better Broadband for Norfolk Programme has dramatically improved
the availability and performance of fixed internet connectivity, the coverage of good
mobile voice and data connectivity lags some way behind. This proposal represents the
first step to enable the improvement of that coverage. The availability of ubiquitous, fast,
reliable mobile voice and data coverage would provide significant benefits for economic
development and improved quality of life for the people who live, visit and work in Norfolk.

Executive summary

The focus of Norfolk County Council and its partners on broadband provision in the
county has seen superfast coverage improve from below 50% just a few years ago to
nearly 90% today, with firm plans to rise to over 95% by 2020. Meanwhile mobile
telecommunications facilities have failed to improve at anywhere near the same pace.

The existing coverage maps published by the mobile telecommunications providers
appear optimistic and do not provide sufficient detail to provide a detailed understanding
of how coverage needs to improve.

From personal experiences and anecdotally we know that mobile voice and data
coverage across all the major networks is patchy with multiple locations across the county
lacking 4G and many without voice and / or data coverage at all. Sometimes coverage
exists outdoors, but not indoors and coverage may exist for a small number of users, but it
can quickly become contended to the point of failure. However we do not have good
evidence of overall service availability.

Unlike the Better Broadband for Norfolk infrastructure intervention, UK Government is not
providing funding for upgrades, however there is still an opportunity for the County
Council to use its influence and its assets to make a difference.

This paper proposes that the Council commence a procurement process to provide an
independent review of mobile telecommunications coverage across the county. This will
provide a baseline from which informed decisions can be made about what improvements
are required and where they are needed.

Telecommunications providers clearly wish to provide good coverage in order to sell their
services to Norfolk’s residents and businesses. The information provided by the survey
would help the Council to engage with the providers in a meaningful way to help inform
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the business case for further infrastructure investment. It would also enable the council to
assist the providers to find suitable locations for new infrastructure in the “not-spots”
where coverage is lacking. For example this could involve offering access (for an
appropriate fee) to council or other public sector owned assets such as council offices, fire
towers, existing telecommunications masts or even wind turbines. The council might also
be able to assist with streamlining the planning and access requirements of the providers
in order to accelerate deployment.

Recommendations:
1. To consider the scope of the proposed survey.

2. To delegate authority for the procurement and award of contract to the Head
of Information Management & Technology.

1. The Background and Context

1.1. A need to understand the current mobile voice and data coverage across the
county led to soft market testing and correspondence with other counties and
devolved administrations. This activity has informed the tender specification and
provided indicative costings for the exercise.

It is proposed that Norfolk County Council appoint a single provider though a
competitive procurement process to undertake an independent benchmark
assessment of mobile coverage in Norfolk. The commission will look to test the
quality of the mobile user experience across the county, with the output acting as a
benchmark from which to engage with the network operators, measure progress in
improving coverage and determine how through public sector owned assets and
infrastructure we could as a County Council engage with the market and be an
enabler in improving mobile connectivity.

The commission should consider the user experience associated with making
voice calls (by either 2G or 3G) and data access (by either 3G or 4G). This
experience should also be measured for the key mobile network providers in
Norfolk.

2. Scope of the proposed Exercise

2.1. As highlighted above, the key requirement is to undertake an independent
benchmark assessment of mobile coverage in Norfolk. This commission looks to
test the quality of the user experience across Norfolk from a 2G, 3G and 4G
perspective with a focus on understanding what potential users would want and
the types of services, programmes and apps they wish to access through their
mobile devices.

The commission should consider the following:

- Data access experience — assess such elements as latency, upload and
download speeds and other key drivers that sit behind the quality of service
(by either 3G or 4G) where, again, the signal strength, available capacity
and cell handover play a major part in its overall success; and

- Voice call experience — assess the ability to make a clear call for a certain
duration without the call dropping out (by either 2G or 3G) where the signal
strength, channel availability and cell handover play a big part in its overall
success.
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2.2.

It is also expected that services would be tested for all major networks providing
respective services in Norfolk.

In terms of outputs, Norfolk County Council would require the following:

- A written report capturing the methodology, key metrics and findings from
the assessment. This should include information presented in
diagrammatic / mapping form e.g. heat maps and coverage plots. Such
maps should show graded coverage footprints.

- An executive summary of the findings at a County as well as at a
District/Borough specific geography level that are easily understandable
and which can be shared widely to make the findings accessible for all. This
should include experience of mobile users in such locations (use of social
media, down loading multi-media services (BBC iPayer), internet access)

- A comparison of the performance of different mobile network operators (e.g.
EE, Vodafone, etc.);

- Electronic access to mapping and findings. This may be in the form of a
‘dashboard’ approach, for example; and

- An electronic spatial data file(s) of the findings which can be utilised by
Norfolk County Council’s GIS System. Such information will be used to
layer information into a wider consideration of Norfolk’s digital capability.

In terms of coverage for the study, Norfolk County Council requires the following
as a minimum:

- Any approach must ensure countywide survey.

- The A and B road network;

- Connectivity within the major urban destinations; City of Norwich, Kings
Lynn and Great Yarmouth,

- Rail routes within Norfolk: Great Anglia Line, Norwich to Great Yarmouth;
Norwich to Lowestoft; Norwich to Kings Lynn; Rail Stations as identified
in Annex 2

- Tourism areas of significant interest in Norfolk.

Tenderers should use industry standard / typical handsets to undertake the
benchmark testing and any tests should be based upon typical consumer
behaviour. The testing methodology should also stand up to scrutiny from network
operators and as such should reflect the types of testing they undertake
themselves and / or be on a basis which would be considered acceptable to them.

Timing
The commission should be completed by 30" January 2018.

Financial Implications

Soft market testing and correspondence with other counties and devolved
administrations has informed the likely cost of the exercise is expected to be in the
order of £50 - £75k. This would be funded from within existing budgets. It is
believed that the expenditure will be more than recovered through future rental of
Council assets by mobile network operators seeking to extend their coverage.

Issues, risks and innovation
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4.1. No significant risk or issues have been identified.

Officer Contact
If you have any questions about matters contained in this paper or want to see copies of
any assessments, eg equality impact assessment, please get in touch with:

Officer name : Geoff Connell Tel No. : 01603 222 700

Email address : geoff.connell@norfolk.gov.uk

IN A If you need this report in large print, audio, braille,
alternative format or in a different language please

NV TRAN  contact 0344 800 8020 or 0344 800 8011

communication for all (textphone) and we will do our best to help.
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Digital Innovation & Efficieney
Committee

Item No. 3
Report title: Finance Monitoring
Date of meeting: 8th November 2017
Responsible Chief Tom McCabe — Executive Director, Community
Officer: and Environmental Services, Simon George —
Executive Director, Finance & Commercial
Services

Strategic impact

This report provides the Committee with information on the budget position for services
reporting to Digital Innovation & Efficiency Committee for 2017-18. It provides information
on the revenue budget including any forecast over or underspends and any identified
budget risks. It also provides an update on the forecast use of reserves and details of the
current and draft future capital programme.

Executive summary

The services reporting to this Committee are delivered by Community & Environmental
Services, and Finance & Commercial Services.

The 2017-18 net revenue budget for this committee is £15.982m and this report reflects
the risks and forecast outturn position as at period 6, September 2017-18.

The capital programme relating to this committee currently profiled for delivery in 2017 —
18 is £10.128m. Details of the capital programme are shown in Section 3 of this report.

The balance of Digital Innovation and Efficiency reserves as of 1 April 2017 was £1.280m,
and the forecast balance at 31 March 2018 is £0.293m.

Recommendations:

Members are recommended to note:
a) The forecast out-turn position for this committee.
b) The current capital programme for this committee.

c) The draft capital programme for IMT from 2018 - 21 which will be taken to the
P&R Committee in November and then on to full council in February 2018.

d) The current planned use of the reserves and the forecast balance of reserves as
at the end of March 2018.
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1. Proposal

1.1.Members have a key role in overseeing the financial position for the services under
the direction of this committee, including reviewing the revenue and capital position
and reserves held by the service. Although budgets are set and monitored on an
annual basis, it is important that the ongoing position is understood and the
previous year’s position, current and future plans and performance are considered.

1.2.This report reflects the budgets and forecast out-turn position as at the end of
Period 6, September 2017.

2. Evidence
Revenue budget 2017-18

2.1.The services reporting to this Committee are delivered by the Community &
Environmental Services, and Finance & Commercial Services directorates.

2.2.This report reflects the forecast outturn position for the Services that are relevant to
this Committee, which are:

o Information Management Technology (IMT)
o Better Broadband for Norfolk

2.3.The 2017-18 net revenue budget for this Committee is £15.982m, we are currently
forecasting a balanced budget. The planned use of reserves to support the IMT
budget to this position is £0.564m as shown in Table 3 below. The Better
Broadband programme is expected to achieve an underspend of £0.076m which
will be returned to reserves to cover the future years programme spend.

2.4.1t should be noted that the Infrastructure budgets support delivery of services
relating to voice and data, servers, printers and photocopiers, the existing HP
contract services, as well as the staff required. Applications and Places budget
supports the licensing costs of corporate applications including Oracle and
CareFirst, (to be replaced by Liquid Logic), as well internal trading and external
customers supported by IMT.

Table 1: Digital Innovation & Efficiency: Net revenue Budget Forecast Out-turn
201718

Current Forecast Forecast
Budget Out-turn  Variance
£m £m £m
Information Management Technology
Infrastructure 4.997 4.997 0.000
Technical Programme 1.273 1.430 0.157
Applications and Places 1.920 1.873 (0.047)
Information Management 1.312 1.202 (0.110)
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Capital charges 1.259 1.259 0.000

Better Broadband for Norfolk

Agency & contracted services 5.417 5.417 0.000
Grants (0.500) (0.500) 0.000
Other costs 0.303 0.303 0.000
Total for Committee 15.982 15.982 0.000

3. Capital Programme

3.1. The capital programme for the services reported to this Committee currently profiled
to be delivered in 2017-18 is £10.128m, detailed as below. IMT has an additional
£1.900m of existing capital funding to be delivered in 2018 / 19. The planned
additional capital funding programme for 2018 — 21 is shown in Table 2 below.

2017 -18
Capital Programme
£m
Information Management & Technology 5.030
Better Broadband for Norfolk 5.098
Total for Committee 10.128

3.2. The proposed future capital requirements are predominantly needed to refresh the
Councils existing computer hardware estate (this is usually a recurring cost on a 4
year cycle). However the “rolling” refresh of PC and mobile phones is designed to
ensure each worker type in the council has access to the right technology package
to enable them to work efficiently and flexibly. A quarter of the workforce is planned
to be provided with new equipment each year. Having access to up-to-date, easy to
use mobile and flexible working technology will improve staff efficiency, reduce
travel costs and enable better use of council office accommodation. This investment
also underpins planned property related savings.

3.3.Bringing currently outsourced services associated with management of the PCs
back in house will save approximately £1M per annum.

3.4. The relocation of the data centre and disaster recovery facilities will enable better
use of the councils property assets and supports their savings objectives while also
improving the resilience of the council’s technological infrastructure.

3.5. The website, portal, Bl and online transactions development funding will enable
customer services to achieve its channel shift savings, enable new social care
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transactions to go online for both residents and businesses and provide staff with
access to business intelligence tools and data to improve operational and strategic
decision making.

3.6.. Table 2 below illustrates the planned additional capital programme for 2018 — 21.

Table 2: Planned additional Capital Programme 2018 - 21

2018 - 19 2019 -20 2020 - 21
£m £m £m

New Oracle server 0.550
hardware

Software Licensing - 2.500
3 year renewal

Device refresh 2.380 3.130 3.130
(laptops, tablets,
desktops & phones)
rolling programme
including build and
deployment

Enhancements to 0.800
Local Area Network,
Wi-Fi and security
tools

Website, portal, Bl 0.555 0.555 0.555
and online

transactions
development

Relocate and 2.533 0.030 0.030
upgrade data centre
and disaster
recovery facilities

Total planned 6.818 6.215 3.715
programme

3.7.The available funding for Better Broadband for Norfolk relates to the planned
improvements to broadband services throughout Norfolk.

4. Reserves 2017-18

4.1.The Council holds both provisions and reserves.
4.2.Provisions are made for liabilities or losses that are likely or certain to be incurred,

but where it is uncertain as to the amounts or the dates which they will arise. The
Council complies with the definition of provisions contained within CIPFA’s
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Accounting Code of Practice.
4.3.Reserves (or Earmarked Reserves) are held in one of three main categories:

4.4.Reserves for special purposes or to fund expenditure that has been delayed,
and in many cases relate to external Grants and Contributions - reserves can
be held for a specific purpose, for example where money is set aside to replace
equipment or undertake repairs on a rolling cycle, which can help smooth the impact
of funding.

4.5.Local Management of Schools (LMS) reserves that are held on behalf of
schools — the LMS reserve is only for schools and reflects balances held by
individual schools. The balances are not available to support other County Council
expenditure.

4.6.General Balances — reserves that are not earmarked for a specific purpose. The
General Balances reserve is held to enable the County Council to manage
unplanned or unforeseen events. The Executive Director of Finance is required to
form a judgement on the level of the reserve and to advise Policy and Resources
Committee accordingly.

4.7.The reserves falling under this Committee would fall into the first category.
Additionally, balances may relate specific grant income where we have receive the
income but are yet to incur the expenditure, or the grant was planned to be used
over a period of time, not related to a specific financial year.

4.8.We will continue to review the reserve balances to ensure that their original
objectives are still valid and would identify any reserves that could be considered
available for re-allocation.

4.9. The Committees’ unspent grants, reserves and provisions as at 1t April 2017 totalled
£1.280m.

4.10. Table 3 below shows balance of reserves and the current planned usage for
2017-18.

4.11. The 2017-18 Budget included plans for available reserves totalling £5.813m
to be identified during the process of closing the 2016-17 accounts. We have
reviewed the reserves relating to this Committee and have been able to identify
£0.500m of reserves relating to Better Broadband for Norfolk that can be released
to help support this requirement and this is reflected in the tables below.

4.12. The remaining forecast use of the reserves within Information Management &
Technology is to support the corporate technology platform to achieve savings in
the next budget planning period.

Table 3: Digital Innovation & Efficiency: Reserves & Provisions
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Reserves & Balance at 01 April | Forecast Balance at 31 Planned Change
Provisions 2017- 2017 March 2018
18
£m £m £m

Information 0.824 0.260 (0.564)
Management
Technology
Better Broadband 0.456 0.033 (0.423)
for Norfolk
Committee Total 1.280 0.293 (0.987)

5. Financial Implications
5.1. There are no decisions arising from this report. The financial position for the Digital

Innovation & Efficiency Committee is set out within this paper.

6. Issues, risks and innovation

6.1. This report provides financial performance information on the range of services
responsible to the Committee.

Officer Contact

If you have any questions about matters contained in this paper, please get in touch

with:

Officer name :

Graham Jermy

Andrew Skiggs

Email address :

Tel No. :

Tel no.

graham.jermy@norfolk.qgov.uk

andrew.skiggs@norfolk.gov.uk

IN 4\
\V TRAN

communication for all

01603 638091
01603 223144

If you need this report in large print, audio, braille,
alternative format or in a different language please
contact 0344 800 8020 or 0344 800 8011
(textphone) and we will do our best to help.
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Digital Innovation & Efficiency
Committee

ltem 10
Report title: Performance Management
Date of meeting: 8 November 2017
Responsible Chief Tom McCabe — Executive Director, Community
Officer: and Environmental Services, Simon George —
Executive Director, Finance and Commercial
Services

Strategic impact

Robust performance management is key to ensuring that the organisation works both
efficiently and effectively to develop and deliver services that represent good value for
money and which meet identified need. This report provides an update to the new
Committee for the IMT Department (and other related service areas) performance
monitoring and management. It also provides the Committee with an update on current
trends, some of which were previously reported to the Policy and Resources Committee.

Executive summary

This is the third performance management report to this committee and incorporates
elements of the revised Performance Management System, which was implemented as of
1 April 2016. There are currently 8 vital signs indicators under the remit of this committee
(“CES - (CIL) The number of active ‘My Norfolk’ accounts” having been added since the
last report). Work continues to see what other data may be available to report to
committee on a more frequent basis (currently “CES - (CIL) Customer Satisfaction with
Web Access” continues to be developed) and these will in turn be considered for inclusion
as vital signs indicators.

Performance is reported on an exception basis using a report card format, meaning that
only those vital signs that are performing poorly or where performance is deteriorating are
presented to committee. To enable Members to have oversight of performance across all
vital signs, all report cards (which is where more detailed information about performance
is recorded) will be made available to view upon request.

Of the 8 vital signs indicators that fall within the remit of this committee, none have met
the exception criteria.
Recommendations:

1. Note the information provided in this report.

2. To consider whether there is any other performance data/information relating to
the Committee’s remit, in addition to the 8 vital signs set out in this report,
which the Committee would wish to review on a regular basis.
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1.1.

1.2.

2.1.

2.2.

2.3

2.4

Introduction

This paper presents up to date performance management information for those
‘vital signs’ performance indicators that were agreed previously by the P and R
Committee for the day to day operational service in IMT, as well as other vital
signs identified as having relevance and/or significance to the remit of this
committee.

The paper highlights any key issues or trends for members to note with more
detail in the Appendices. This report contains:

¢ A Red/Amber/Green rated dashboard overview of performance across all 7
vital signs indicators

e Report cards for all vital signs

e Subsequent reports will only contain report cards for measures that have met
the exception reporting criteria.

Performance dashboard

The performance dashboard provides a quick overview of Red/Amber/Green
rated performance across all 8 vital signs. This then complements the exception
reporting process and enables committee members to check that key
performance issues are not being missed.

The vital signs indicators are monitored during the year and are subject to review
when processes are amended to improve performance, to ensure that the
indicator correctly captures future performance.

The current exception reporting criteria are as below:

e Performance is off-target (Red RAG rating or variance of 5% or more)

e Performance has deteriorated for three consecutive periods
(months/quarters/years)

e Performance is adversely affecting the council’s ability to achieve its budget

e Performance is adversely affecting one of the council’s corporate risks.

e Performance is off-target (Amber RAG rating) and has remained at an Amber
RAG rating for three periods (months/quarters/years)’.

Digital Innovation and Efficiency Committee performance dashboard:
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Norfolk County Council Digital Innovation and Efficiency Committee - Vital Signs Dashboard

NOTES:

In most cases the RAG colours are set as: Green being equal to or better than the target; Amber being within 5% (not percentage points) worse than the target; Red being more than 5% worse than target.
‘White' spaces denote that data will become available; ‘grey’ spaces denote that no data is currently expected, typically because the indicator is being finalised.

The target value is that which relates to the latest measure period result in order to allow comparison against the RAG colours. A target may also exist for the current andior future periods.

Bigger or

Monthly Smaller is

better

{CIL} Number of active My Norfolk

Bigger 3,891 4,549 5,248 5,705 6,376 6,924 9,432 10,321 11,156 12,162

accounts

e L B Smaller 80%  7.0% 7.0% 90%  80%  68%  7.0%  10.0%
337 r 4280 2291 2300 631/ 5881 283 ! 3780 531 1 5580 321/4110 28214175 252713815

EEHILCT NCHlents ReroustoMER CE:  Cndlier 14 14 13 10 15 13 14 15 12 15

{ICT} First line fix Bigger  420%  410%  400% 430%  400%  360%  329%  346%  340% 274%  304% @ 28.0%
1704 | 4267 1262/ 2047 1965 | 4857 13333705 151D / 4588 1097 [ 3175 107 #2018 1304 / 4542 1132 14250 103092 /3788 1157 13810

{ICT} Incidents resolved within SLA Bigger 80.0% 80.0% 822% 80.7% 78.0% 77.0% 16:4% 81.0% 80.0%

3300 / 4850 3082 74084 35ET 14333 2468 | 3052 26235 47T 2038 1 3103 2556 1 3282 2477 [ 3175 261813232
il;]r‘l\}ccek;slcmer satisfaction with ICT Bigger 6.4 £ 65 62 62 6.4 65 65 6
{ICT} Systems availability Bigger 99.0% 99 0% 99 0% 58.0% 99.0% 99.0% 98.0% 95.1% 97.6% 98.9% 99.0% 99.0% 99.0%
G3.5k 1 4.6k 1212k 1243 102.7k/10E0k 107.0k/ 108.0k 1180k 1188k 1122k/! 1124k 1168.6kS 1188k 1120k 1134k

Bigger or Sep

Quarterly / Termly  smatieris 7
better

{BBfN} % of Norfolk homes with

" a
Suprast B Gaeband coverags Bigger 83.0% 84.0% 86.0% 88.0% 59.0% 89.0% 88.0%

nalnfa n'a/nia n'alnfa nia/nia
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3.1.

3.2.

3.3.

Report Cards

A report card has been produced for each vital sign. These provide a succinct
overview of performance and outlines what actions are being taken to maintain
or improve performance. The report card follows a standard format that is
common to all committees.

Each vital sign has a lead officer, who is directly accountable for performance,
and a data owner, who is responsible for collating and analysing the data on a
monthly basis. The names and positions of these people are clearly specified on
the report cards.

Vital signs are reported to committee on an exceptions basis. There are no
exceptions this month and therefore there are no report cards included with this
report. The report cards for those vital signs that do not meet the exception
criteria on this occasion, and so are not formally reported, are also collected and
are available to view if requested.

26



4. IMT programme of work

41. We are currently prioritising the projects around Norfolk Futures. As a result the
IMT programme of work will be updated to the committee in a future report when
the outcome of the prioritisation work is known.

Recommendations
51. Committee Members are asked to:

¢ Review and comment on the performance data, information and analysis
presented in the vital sign dashboard and associated report cards and
determine whether the recommended actions identified are appropriate or
whether another course of action is required (refer to list of possible
actions in Appendix 1).

In support of this, Appendix 1 provides:

e A set of prompts for performance discussions

e Suggested options for further actions where the committee requires
additional information or work to be undertaken

6. Financial implications

6.1. There are no significant financial implications arising from the development of
the revised performance management system or the performance management
report.

Issues, risks and innovation

7.1. There are no significant issues, risks and innovations arising from the
development of the revised performance management system or the
performance management report.

Officer Contact
If you have any questions about matters contained in this paper or want to see copies of any
assessments, eg equality impact assessment, please get in touch with:

Officer Name: Tel No: Email address:
Simon George 01603 222400 simon.george@norfolk.gov.uk
Geoff Connell 01603 222700 geoff.connell@norfolk.gov.uk

IN t If you need this report in large print, audio, braille,
alternative format or in a different language please

NV TRAN  contact 0344 800 8020 or 0344 800 8011
communication for all (textphone) and we will do our best to help.
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Appendix 1
Performance discussions and actions

Reflecting good performance management practice, there are some helpful prompts that can
help scrutinise performance, and guide future actions. These are set out below.

Suggested prompts for performance improvement discussion

In reviewing the vital signs that have met the exception reporting criteria and so included in
this report, there are a number of performance improvement questions that can be worked
through to aid the performance discussion, as below:

Why are we not meeting our target?

What is the impact of not meeting our target?
What performance is predicted?

How can performance be improved?

When will performance be back on track?
What can we learn for the future?

2B e

In doing so, committee members are asked to consider the actions that have been identified
by the vital sign lead officer.

Performance improvement — suggested actions

A standard list of suggested actions have been developed. This provides members with
options for next steps where reported performance levels require follow-up and additional
work.

All actions, whether from this list or not, will be followed up and reported back to the
committee.

Suggested follow-up actions
The suggested ‘follow up actions’ have been amended, following on from discussions at the

Communities Committee meeting on 11 May 2016, to better reflect the roles and
responsibilities in the Committee System of governance.

Action Description
1 | Approve actions Approve actions identified in the report card and set a date for
reporting back to the committee
2 | Identify |dentify alternative/additional actions to those in the report
alternative/additional card and set a date for reporting back to the committee
actions
3 | Refer to Departmental | DMT to work through the performance issues identified at the
Management Team committee meeting and develop an action plan for
improvement and report back to committee
4 | Refer to committee Member-led task and finish group to work through the

task and finish group | performance issues identified at the committee meeting and
develop an action plan for improvement and report back to

committee
5 | Refer to County Identify key actions for performance improvement and refer to
Leadership Team CLT for action
6 | Refer to Policy and Identify key actions for performance improvement that have

Resources Committee | ‘whole Council’ performance implications and refer them to the
Policy and Resources committee for action.
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Digital Innovation & Efficiency
Committee fem No: 5

4

[FY
ICTIr 1

Report title: New Social Care System

Date of meeting: 8 November 2017

Responsible Chief | James Bullion, Executive Director of Adult Social
Officer: Services

Strategic impact

CareFirst has been NCC'’s social care system since November 2007. It is a key core system
for NCC and its availability and functionality are business-critical. The system is used by Adult
Social Services, Children’s Services, Finance Exchequer Services for paying providers and
charging for social care and Procurement for contract administration. The current contract with
OLM for the CareFirst system should have expired in March 2016 and has been extended to
March 2018. There are a number of reasons for replacing CareFirst which are set out in the
body of this report.

The objective of the Social Care System Replacement programme is to procure and implement
a social care information system for Norfolk County Council that will meet current and future
business requirements, including integration with partners, which will enable us to support
vulnerable people most effectively. This will form the platform on which savings, integration
and service improvements can be developed and delivered.

Executive summary

The purpose of this report is to inform the Digital Innovation and Efficiency Committee of the
progress of the Social Care System Replacement (SCSR) programme, outline the benefits and
future development.

The new Liquidlogic and ContOCC systems are scheduled to go live the week commencing 20
November, following successful completion of live testing. The project is progressing through a
series of five Programme Board ‘Go / No Go’ gates. The final ‘Go/No Go’ gate is on 20
November. At the time of writing the report preparations for go live are on target.

It is proposed that there will be a further report to the January meeting of this Committee
providing a further update on the programme and a demonstration of the system.

Recommendation:

The Digital Innovation and Efficiency Committee are asked to note the progress on
delivering the new Social Care Record System for Adult Social Services, Children’s and
Finance and to agree to a further report to the January meeting of this Committee.

1 Introduction

1.1 CareFirst has been NCC'’s social care system since November 2007. It is a key core
system for NCC and its availability and functionality are business-critical. The system
is used by Adult Social Services, Children’s Services, Finance Exchequer Services for
paying providers and charging for social care, and Procurement for contract
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administration. The current contract with OLM for the CareFirst system should have
expired in March 2016 and has been extended to March 2018.

1.2

There were a number of reasons for replacing CareFirst. The key benefits are:

1) A resilient and adaptable system to underpin our planning and delivery of social care
through to 2025;

2) Savings, integration and service improvement through an intuitive, flexible system;
3) Compliance with the legal and procurement imperatives.

1.3

The Policy and Resources Committee agreed on 8 February 2016 to:
¢ Allow an exemption to Contract Standing Orders to extend the contract for
the current CareFirst system to March 2018, to permit a phased transition;
e the procurement of a replacement social care recording system
that meets current and future business requirements, effectively;
e associated capital funding of £7.926m;
o recommend the revenue funding of £0.150m for 2015-16 and £2.271m over the
three years 2016-17 to 2018-19.

Reports had been presented to the Adult Social Care Committee on 25 January 2016
and to the Children’s Services Committee on 26 January 2016 and their
recommendations were presented to the Policy and Resources Committee.

1.4

In February 2016 the project to replace Care First had been provisionally planned as
follows:
e Phase 1 (Requirements) — to inform the development of an agreed
Requirements Specification by March 2016;
e Phase 2 (Procurement) — selection of a solution and supplier by October 2016;
e Phase 3 (Implementation) — configuration of solution, business process review,
training, migration of data and go-live by April 2018.

1.5

The project engaged with the market, users and stakeholders to inform the
development of an agreed Statement of Requirements (SoR) by March 2016. A
contract notice to start the formal procurement process was published on 6 May 2016.
Three bids were received by 10 June 2016 and the bids were formally and extensively
evaluated. Following this NCC awarded the contract to the new system provider,
Liquidlogic, on 31 August 2016.

1.6

The project aims to implement the new system (LAS — Liquidlogic Adults System) for
Adult Social Care and associated Finance functions (ContrOCC) by the end of
November 2017, and for Children’s Services (LCS — Liquidlogic Children’s System) and
associated finance functions (ContrOCC) by the end of March 2018.

Governance

2.1

The cross departmental nature of this programme dictates that it sits under its own
governance hierarchy and provides reporting for information to each departmental
transformation change programme. There is a SCSR Programme Board that meets
monthly and includes: the Executive Director of Adult Social Services; the Executive
Director of Children’s Services; the Executive Director of Finance and Commercial
Services; the Strategy Director; the account manager for Liquidlogic; the External
Quality Assurance Consultant; the Head of IMT; the Joint Leadership Advisory Group
Leads; and the two Senior Project Managers. Updates are provided regularly to CLT
(County Leadership Team) and CLT make key decisions.
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2.2

The Joint Leadership Advisory Group (JLAG) meets weekly to monitor progress,
resolve issues and make decisions. It consists of: the Assistant Director Early Help
and Prevention (Adult Social Services); the Assistant Director Performance and
Challenge (Children’s Services); the Head of Finance Exchequer Services; and the two
Senior Project Managers. Other people attend as required.

Benefits

3.1

The strategic principles for the Social Care System Replacement are:

1) A joined-up social care system for Adults, Children’s, Finance and
Procurement - in order to enable and support more integrated approaches with the
whole family, transition from child to adult, contracts, commitments and forecasting.

2) Integration with Health and other partners, reflecting our integrated
commissioning and delivery in Adults, including direct working together under
partnership arrangements under section 75 of the NHS Act 2006, and the new
locality-based multi-agency hub approach in Children’s.

3) Supporting vulnerable people — the solution is an enabler for our
corporate outcome framework - that all vulnerable people who live, work, learn
and are cared for will be safe; and that vulnerable people are more resilient
and independent.

4) Simplicity, with straightforward recording, automated workflows and readily
accessible information, in order to improve efficiency and release practitioner
time while supporting our compliance with relevant legislation.

5) Information and our use of it drives the system. Information sharing with
partners underpins commissioning and delivery within a ‘whole system’
approach. We also need to make citizens’ own records more accessible to
them.

6) Transformation — from the National Information Board digital strategy through
to local initiatives (Caring for Our County, Signs of Safety and Promoting
Independence) - will require a system and supplier that are flexible and offer
innovative solutions.

7) The strategic IMT architecture requires integration of the social care system
- with ldentity Management, the Information Hub, Records Management,
Customer Relationship Management, portals, and the means to control staff
and other users access to systems - in order to support the corporate
programme and exploit wider benefits.

3.2

The benefits include:

e Time savings delivered through reduced administrative and data input time
required by front line social care staff in Adult Social Services and Children’s
Services

e |Improved management information to reduce managers/supervisors’
administration time and improve case management

¢ Reduction in annual application support costs

e |mproved outcomes and efficiencies through mobile working
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e Improved service through integrated working and data sharing with NHS and
other public sector partners

e |mproved care package commissioning process through improved information

e More robust data quality for reports and mandatory returns

e The ability to generate accurate client based milestone-driven information to
enable NCC to plan and target services, manage demand and improve
performance.

Screenshots of how the new system will look to a social care user of the system are
included in Appendices One to Four:

e A snapshot of how a case will appear

e A user worktray

e A visual display of a person’s network

[ ]

Workflow.
4 Phase Two
4.1 As part of the implementation planning for the SCSR programme it is intended to

deliver a number of functions in Phase Two, after the major go live dates for Adults and
Adults Finance in November 2017 and Children’s and Children’s Finance in March
2018. Detailed planning for Phase Two will start after the Adults and Finance Go Live
in November. The functions include:

Adults Client and Citizen Portal including integration with NCC portal This will
enable service users elements of self service and interaction with NCC online. This can
be one way eg provision of information or two eg exchange of information. This could
enable the citizen to receive their care information (assessment/plan) directly from LAS
into a secure online account — saving on postage and ensuring more secure, electronic
transfer of information. Citizen portal functionality also enables online referrals to be
made directly in the Liquidlogic systems. For example this could be used to enable GP
referrals to be made directly online into LAS (as Wirral do) rather than GPs ringing into
the Customer Service Centre as they do at present.

Integration of Liquidlogic with the corporate CRM (Client Record Management)
System — Would enable information captured at the front door by the Customer
Services team to be automatically fed into social care system, and to prevent
duplication of recording for the Customer Service Centre, who double-key the
information at present into both systems.

Adults Finance - Online Financial Assessment Portal - Enables self-service
financial assessments, which are required to see if people should contribute towards
the cost of their social care. This has a dependency on corporate pieces of work and is
a complex function to implement.

EHM (Early Help Module) rolled out to partners via Professional Portal - Enables
NCC workers to delegate parts of assessments to other professionals to contribute to
assessments held in the Early Help Module. It could also mean that non-NCC early
help professionals could complete Family Support Plans.

Mobile working including deployment of mobile apps - Enables use of restricted
case management system on mobile devices (tablets/hybrids). It would have
significant benefits in enabling recording work to be carried out 24/7, and would have a
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real impact when combined with mobile printers. Eg Staff who assess under the
Mental Health Act at all hours and have to leave a copy of their assessment
immediately on a ward. Currently the staff hand-write the assessment, and then return
to the office to double-key. The opportunities will be informed by the results of the pilot.
It will need a separate business case to secure funding for hardware.

Children’s Troubled Families module. The Troubled Families functionality enables
families to be identified and matched across multiple data sources. Data from
contributing systems such as Police, Education, Youth Offending, etc would be into the
Liquidlogic Single View and Data Warehouse, from where the payment by results
returns can be generated. It enables increased automation of the identification of
troubled families, able to see how the family is progressing, monitoring for payment by
results and reporting requirements to central government.

Adults Finance Client Finance Portal — the ability for service users to self-serve
online: Online Remittances; Online Documents (upload/download); Link to the ‘Online
Financial Assessments’ (OFA); View Invoices; Accounts and Balances.

Children’s Portal including extensions. Families and Children would be able to view
documents, complete forms and message about their cases and plans. Professionals
could also report concerns. Care leavers could contribute towards pathway planning
and review processes; they could view information published out to them from their
records.

Integration with Health - the system can facilitate a shared care record. A shared
care record is an overview of a person’s health and social care information in one
digital record. All the health and social care professionals involved in a person’s care
have access to the information they need and thus provide better care, making the best
decisions about diagnosis, treatment and care plan. It could include test results,
medications, allergies and social or mental health information. It would mean that:
people don’t have to keep repeating their medical or social care history; care
professionals have access to the right information when they need it; a reduction in
duplicate appointments and tests; people should receive the right treatment and care
more quickly.

Progress To Date

The Adult Social Services and Finance project has completed all four formal test
rounds and a dry run is in progress.

The training programme started at the beginning of October, taking seven weeks. The
face to face training (some 3,500 units; there are multiple units of training per staff
members that vary by role) has commenced. It is being delivered in Great Yarmouth,
Kings Lynn, Dereham, Cromer and County Hall.

Efforts are focused on building the helpdesk function that will support staff through the
implementation process, on training staff and on communication. A comprehensive
structure of support resources have been developed over time to help users continue
to work effectively during the implementation window when there is no system available
and to adjust to working with the new systems. An intranet site includes FAQs,
guidance and other materials and is already updated on an ongoing basis. A network
of over 100 Champions has been developed from early in the year to provide local
support. A helpdesk function has been established in room B33 bringing together
members of the current CareFirst support team, the Adults project team and the IMT
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System Administration team. The Finance team also has a network of champions and
the project team will be on site to provide assistance. The eLearning training materials
are available for reference and Liquidlogic trainers have been retained as floor walkers
to provide support in locations across the county for two weeks following go live.

Work on the Provider Portal continues to progress positively, with process maps being
finalised, training videos being produced and regular communications being provided to
providers.

A suite of reports is on target to be available from Go Live to provide dashboard style
access to information relating to Adult Social Services case work. The reports provide
the ability to drill down to individual cases. Core financial reporting is also under
development and is expected to be available from go live. Further work will be carried
out after go live to develop more sophisticated self-service reporting.

The new Liquidlogic and ContOCC systems are scheduled to go live the week
commencing 20 November, following successful completion of live testing. The project
is progressing through a series of five Programme Board ‘Go / No Go’ gates. A set of
94 acceptance criteria have been defined based on key project deliverables and these
are re-assessed for each Go/No Go decision point. The final ‘Go/No Go’ gate is on 20
November.

At the time of writing this report preparations for go live are on target and there are no
show stopping issues.

However it is important to note that the Briefcase function will not be available from go
live delaying the ability to work ‘offline’. Work is continuing by NCC and Liquidlogic to
diagnose the performance issues being experienced as the Briefcase’ offline working

performance needs to be improved on NCC infrastructure if it is to be usable.

Also a key issue for the programme currently is the delivery of the secondary Network
link. The primary network link to the hosting site is in place and was tested in round 4
of UAT (User Acceptance Testing). The secondary link from the disaster recovery site
has been installed by Virgin Media at the Millennium Library and is due to be
connected up by staff from Liquidlogic’s parent company (System C) by the end of
October.

5.2

The Children’s Services and Finance project has completed two of the four formal
rounds of testing. The third round of testing starts from the 30 October and lasts for
three weeks.

There are risks currently being mitigated relating to: the availability of finance project
team members not being ready to be released from the Adults half of the programme to
support the Children’s side; the availability of Liquidlogic resources to deliver NCC’s
form requirements; the timely availability of testers; and that Children’s testers will not
be available should an Ofsted inspection coincide with the third round of testing due to
commence on 30 October.

Financial Implications

6.1

The project overall continues to be forecast to be on budget.

Issues, risks and innovation.

71

At the time of Policy and Resources Committee on 8 February 2016 the maijor risks
identified were:
1) Being unable to resource the project to meet the April 2018 deadline
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2) Setting a scope that is either too ambitious or not challenging enough

3) The market may not provide an affordable solution

4) It may be difficult to establish costs and fund the project

5) National and local agendas may cause our requirements to change radically
between procuring and implementing the system

6) Corporate governance may be challenging to establish standard requirements for a
complex project involving users from four council departments and three committees.

These risks are being successfully managed.

The Programme has a Risk Register which is reviewed regularly by the JLAG Leads
and by the Programme Board. Given the scope, size and nature of the programme the
project team and Board are managing risks and issues all the time.

The key risks and the mitigations currently are:

a) Numbers of ‘no shows’ at Adults training cannot be accommodated in the
limited remaining training window. There are regular communications to
managers and staff that they must complete their eLearning before attending
face to face training and the need to maintain their booked slot where at all
possible

b) Transactions are lost in the period where there is no system available.
Business continuity processes have been updated to enable capturing of
case information to Liquidlogic format form templates and storing in a
structured way to enable recording in new systems when live. Champions
and helpdesk in place to help support staff.

c) Briefcase function is not available from go live delaying the ability to work
‘offline’. Work is continuing to diagnose the performance issues being
experienced.

d) A total failure of the Adults live implementation delays effective go live and
results in a prolonged period working with business continuity processes.
Detailed implementation plans are in place and the testing completed has
informed acceptance criteria which so far indicates no show stopping issues.
A full dry run will be completed before actual go live and contingency plans
are being developed to inform decision making and action at the time of
implementation.

e) The risk that Children’s testers will not be available should an Ofsted
inspection coincide with the third round of testing due to commence on 30
October (this date is also an Ofsted Inspection notification date). The main
mitigation for this is the project team are separately funded and will still be
available to complete a reduced level of testing. In addition to this a number
of part time staff have been identified who would be willing to work additional
hours to support testing activities.

f) Testing will not be completed to a level that provides assurance the
Children’s systems are ready to go live. There are two current challenges
relating to this risk including the unavailability of testers during Childrens user
acceptance round 2 and LL not delivering certain aspects of functionality in
line with the agreed project plan. Both elements are being addressed ready
for the third round of testing.

g) There is a risk around the level of technical resource available from within
the finance project team. The resource was expected to be released from the
Adults part of the programme, but is still required to complete outstanding
work to support Adults go-live. This risk has been known for a while but has
increased in likelihood recently. Previously additional business analyst
resource was secured and is working on the Children’s Finance part of the
project. To further mitigate this risk additional specialist ContrOCC support
has now also been secured which started from 16 October.
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h) The risk that not all form requirements will be met by Liquidlogic (LL) due to
their lack of available resource. NCC have prioritised the forms to better
enable LL to manage the workload. Liquidlogic have also scheduled an
additional configuration release in early February to provide additional
capacity and have offered overtime to their product analyst in an attempt to
meet the demand.

Conclusion

8.1

The SCSR programme has progressed well with an ambitious scope and timeline since
the Policy and Resources Committee agreed on 8 February 2016 to the procurement of
a replacement social care recording system.

The new Liquidlogic and ContOCC systems are scheduled to go live the week
commencing 20 November, following successful completion of live testing. The project
is progressing through a series of five Programme Board ‘Go / No Go’ gates. The final
‘Go/No Go’ gate is on 20 November. At the time of writing the report preparations for
go live are on target.

Recommendation

9.1

The Digital Innovation and Efficiency Committee are asked to note the progress
on delivering the new Social Care Record System for Adult Social Services,
Children’s and Finance and to agree to a further report to the January meeting of
this Committee.

Officer Contact
If you have any questions about matters contained in this paper please get in touch with:

Officer Name: Tel No: Email address:
Janice Dane 01603 223438 Janice.Dane@norfolk.gov.uk

|N ‘z If you need this report in large print, audio, Braille,

alternative format or in a different language please

N\ TRAN  contact 0344 800 8020 or 0344 800 8011
communication for all (textphone) and we will do our best to help.
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Appendix One: Screenshot of My View — a snapshot of the case
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Appendix Two: Screenshot of User Worktray
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Appendix Three: Screenshot of Atom — visual display of a person’s network
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Appendix Four: Workflow (example from Early Help)

Workflow is embedded in the system. It enables training and learning. It steps the worker
through case management — shows them where they have been, and what the next options are.
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Mew Episode

Transfer to Children's
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Transfer to Adults
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Completed

Information Gathering
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Digital Innovation and Efficiency Committee

Item No. ....
ltem 12

Report title: IMT Risks and Associated Actions Report

Date of meeting: 8" November 2017

Responsible Chief Executive Director, Finance and Commercial
Officer: Services

Strategic impact

Risk management contributes to achieving the Digital Innovation and Efficiency
Committee’s objectives, and is a key part of the performance management framework.
Assurance on the effective governance of risk management helps the Committee
undertake some of its key responsibilities.

Executive Summary

This is the first Risk Management report to this committee. This report provides the
latest corporate and departmental level risks, relating to the Committee, as at
November 2017, following the review conducted in October 2017. Risk management is
reported in its own right but the reporting is aligned with, and complements, the
performance and financial reporting to the Committee.

Recommendations: Committee Members are asked to consider:

a. That risk management reporting to this Committee is no less than twice
per year;

b. The risks reported to this Committee (Appendix A)
c. if any further action is required (Appendix B)
d. The background information in Appendix C
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1.1.

2.1.

21.1.

2.1.2.

2.1.3.

214

2.1.5.

Proposal

Relevant Departmental Management Teams (DMTs) have been engaged in the
updates to the corporate and departmental level property risks within this report that
are proposed to be presented to this Committee going forward. Any additional risks
identified will be added to be reported at future Committee meetings appropriately.

Evidence

Direction and Development

This report reflects two key business risks, relating to this Committee, that are
managed in Finance and Commercial Services, and Community, and Environmental
Services (CES) departments. Key business risks materialising could potentially
result in the departments failing to achieve one or more of their key objectives
and/or suffer a financial loss or reputational damage. Two risks are presented in
Appendix A, which contains a full description of each risk, with the tasks to mitigate
it and the progress of each mitigation;

e RMO010 - The risk of the loss of key ICT systems including:
- internet connection;
- telephony;
- communications with cloud-provided services; or
- the Windows and Solaris hosting platforms.

¢ RM14223 - Payment Card Industry compliance of call monitoring
system

There are three risk tolerance scores (original, current, and target), with each score
expressed as a multiple of the impact and the likelihood of the event occurring.
Where there are sufficient risks to report to this Committee, a heat map will be
produced and reported, showing the position of these risks on the County Council’s
risk spectrum.

Work is taking place to further develop those risks that fall under the remit of this
Committee. As part of this work, risks that could affect the Council priorities that are
relevant to this Committee will be identified and reported appropriately going
forward.

For future Risk Management reports, a reconciliation report will be provided to
Members detailing any significant changes to the risk reported to this Committee
since the last Committee meeting, including score changes, and major mitigation or
progress updates.

The Council has a Risk Management Policy which has recently been refreshed and
reported to the Audit Committee and Policy and Resources Committee. As part of
the overall development of the performance and risk management framework for the
Council, a new approach to corporate and departmental risk management is being
adopted. This new approach involves the development of corporate and
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2.1.6.

21.7.

2.1.8.

2.1.9.

3.1.

3.2.

3.3.

3.4

departmental level risks that are: outcome focussed; linked to strategic priorities;
business critical, identifying areas where failure places the organisation in jeopardy;
linked to financial and performance metrics. It is dependent upon a shared
understanding of the risk appetite of the council.

A key element of this work is cultural change and absolute clarity of roles,
responsibilities and process. Specifically, clarity of what these risks are, who is
responsible for them, what they are doing to actively manage the risks and what
measures are in place to hold people to account.

To assist Members with considering whether the mitigations identified in this report
are appropriate, or whether other mitigations or another course of action is required,
a list of such possible actions, suggested prompts and challenges are presented for
information and convenience in Appendix B.

Explanations for the various scores and terminology can be found in a ‘Bite Sized
Guide to Risk Management’ previously presented in an Audit Committee meeting
agenda paper, pages 368-378. Risk tolerance scores are based on the scoring
model found in the Norfolk County Council Management of Risk Framework.

The criteria for Corporate and Departmental risks are described at Note 1.
A description of target scores is shown at Note 2.

Risk Management Reporting to Committees

Risk management is reported separately to Financial and Performance
Management at Committees, although there continue to be close links between
financial, performance, and risk reporting.

Risks that, by their nature, are either directly or indirectly related to this Committee
are referenced in this report. Going forward, the reporting to this Committee will be
by exception, including full information for risks with a current risk score of 12 and
above where the prospects of meeting the target score by the target date is
reported as amber or red. Those risks that fall under the remit of this Committee
and which are not reported at other Committees will be presented to this
Committee in a summary.

As per a recommendation from the June 2017 Audit Committee, full Committee
risk registers are reported at least once per year, detailing all of the Committee’s
departmental level and corporate risks for consideration. Members are asked to
consider the frequency of reporting for Risk Management for this Committee. For
guidance, other Committees receive quarterly Risk Management reports.

Background information on the different levels of risk, along with the definitions of
risk appetite and tolerance can be seen in Appendix C.

Financial Implications

The financial implications of this Committees risks will be reported to this
Committee. At present, there are no financial risk implications to report.

45


http://norfolkcc.cmis.uk.com/norfolkcc/Meetings/tabid/70/ctl/ViewMeetingPublic/mid/397/Meeting/351/Committee/27/Default.aspx
http://norfolkcc.cmis.uk.com/norfolkcc/Meetings/tabid/70/ctl/ViewMeetingPublic/mid/397/Meeting/351/Committee/27/Default.aspx

Issues, risks and innovation

There is a new risk that is being managed on the Communities departmental risk
register: RM14293 - The organisation does not have sufficient technical capacity
and/or skills to meet the needs of its digital transformation and technology driven
efficiency agenda at the required pace.

Risks affecting the better Broadband for Norfolk programme of work are managed
and reported separately to the Better Broadband for Norfolk Steering Group.

A recent ICT Continuity presentation was delivered at the Council’s Resilience
Board, outlining measures being taken to ensure effective ICT continuity.

The Risk Management Strategy 2016-19 will include best practice. The intention is
to promote the benchmarking of the function from ‘Highly rated against peers’ to
‘world class’.

Background

The review of existing risks has been completed with responsible officers.

Officer Contact
If you have any questions about matters contained in this paper or want to see copies of
any assessments, i.e. equality impact assessment, please get in touch with:

Officer name : Adrian Thompson Tel No. : 01603 222784

Email address : adrian.thompson@norfolk.gov.uk

Officer name : Thomas Osborne Tel No. : 01603 222780

Email address : thomas.osborne@norfolk.gov.uk

IN ﬁ If you need this report in large print, audio, braille,

alternative format or in a different language please

\ TRAN  contact 0344 800 8020 or 0344 800 8011
communication for all (textphone) and we will do our best to help.

Note 1:

A Corporate Risk is one that:

requires strong management at a corporate level thus the Council Leadership

Team should direct any action to be taken
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e requires input or responsibility from more than one Executive Director for
mitigating tasks; and

¢ |f not managed appropriately, it could potentially result in the County Council
failing to achieve one or more of its key corporate objectives and/or suffer a
significant financial loss or reputational damage.

The criteria for a Departmental Risk Register is that:

¢ It requires strong management at a departmental level thus the Departmental
Management Team should direct any action to be taken.

¢ |f not managed appropriately, it could potentially result in the County Council
failing to achieve one or more of its key departmental objectives and/or suffer a
significant financial loss or reputational damage.

Note 2:

The prospects of meeting target tolerance scores by the target dates are a reflection of
how well mitigation tasks are controlling the risk. The contents of this cell act as an early
warning indicator that there may be concerns when the prospect is shown as amber or
red. In these cases, further investigation may be required to determine the factors that
have caused the risk owner to consider that the target may not be met. It is also an
early indication that additional resources and tasks or escalation may be required to
ensure that the risk can meet the target tolerance score by the target date. The position
is visually displayed for ease in the “Prospects of meeting the target score by the target
date” cell as follows:

. Green — the mitigation tasks are on schedule and the risk owner considers that
the target score is achievable by the target date
. Amber — one or more of the mitigation tasks are falling behind and there are

some concerns that the target score may not be achievable by the target date
unless the shortcomings are addressed

. Red — significant mitigation tasks are falling behind and there are serious
concerns that the target score will not be achieved by the target date and the
shortcomings must be addressed and/or new tasks introduced.
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Appendix A

Risk Number  [RM010 | Date of update| 22 September 2017
The risk of the loss of key ICT systems including: - internet connection; - telephony; -

Risk Name communications with cloud-provided services; or - the Windows and Solaris hosting
platforms. s 45

Risk Owner Simon George | Date entered on risk register| 02 September 2015

Risk Description

Loss of core / key ICT systems, communications or utilities for a significant period - as a result of loss of
power, physical failure, fire or flood, supplier failure or cyber attack - would result in a failure to deliver IT
based services leading to disruption to critical service delivery, a loss of reputation, and additional costs.
Overall risk treatment: reduce.

Original Current Tolerance Target
3 o 3 o 3 o Pfrospetgts
S = S S 5 o) S S o) of meeting
% S E % S _‘Z’) % S ;“J’ TS;?:t Target Risk
~ £E af_; X~ £ § X £ '% Score by
- - - Target Date
3 4 12 3 4 12 1 3 - Mar-18 Amber

Tasks to mitigate the risk

T) Full power down completed periodically.

2) Voice and Data reprocurement.

3) Commission Independent Data centre and power audit

4) Reproduce storage with suitable resilience and Disaster Recovery (DR)

5) Reprocure Microsoft Server Infrastructure with suitable resilience and DR

6) Replace ageing Local Area Network (LAN) equipment

7) Identify a suitable DR site.

8) Ensure access to services if county hall lost by reconfiguring Core Infrastructure Services (DHCP,
DNS, Active directory)

9) Implement Cloud-based business systems with resilient links for key areas.

10) Replace voice services (contact centre / desk phones) with resilient cloud based service including
Relocate resilient Network Routing Server to allow call routing to continue for other sites if County Hall
failed

Reconfigure sites to point to an active Survivable Media Gateway (one of the 4 ISDN sites) so if Avaya
fails a reduced fall back service is available

11) Review and Implement suitable arrangements to protect against possible cyber / ransomware attacks
including

« Carry out recommendations from Cyber Security Audit

* Carry out recommendations from Phishing Simulation exercise, and repeat.

* Retire Windows 2003

* Implement new client service security for Windows 10 build

* Independent IT Health Check for PSN accreditation (Oct 2017)

Overall risk treatment: reduce

Progress update
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Progress update

1) Full power down completed and procedures updated from lessons learned.

2) Voice and Data reprocurement complete and implemented significantly increasing resilience for the
Wide Area Network and internet.

3) Commissioned Independent Data Centre and Power audit, which completed in August 2017. The audit
recommended separate diverse power supply and new data centres. Costing additional power and plan
(subject to approval) of new data centre's.

4) New storage procured, implemented in July 2017, providing additional resilience and necessary DR
capability once a full DR site is implemented.

5) New Microsoft Server Infrastructure procured September 2017, implementation due by January 2018
providing additional resilience and necessary DR capability once full DR site is implemented.

6) Replacement New Local Area Network (LAN) to be procured in Nov/Dec 2017 to reduce risk of
network failure.

7) New potential DR site identified, and work has started to cost and seek relevant permission to
implement. Once complete server, network and storage DR equipment will be moved into the new site
providing full failover facilities in the event of loss of County Hall. Estimated timescale for completion; by
Summer 2018.

8) The Core Infr-
astructure Services (DHCP, DNS, Active directory) will be reviewed and reconfigured to enable access to systems

and services in the event of the loss of County Hall and/or the DR site January 2018; implementation Summer
2018.

9) Cloud-based highways management system has been implemented; Liquid Logic replacement is remotely
hosted and due live by April 2018 with resilient network connections ordered; review of Oracle hosting has
commenced.

10) Replacement of contact centre system to a cloud based service due to begin migration to the cloud service Q4
2017, with full completion by Q1 2018 and replacement of the desktop telephony with Skype for business initial pilot
late 2017.

11) To mitigate against a cyber attack, network segregation has been improved over the Wide Area Network
(WAN), ensuring all partners that use the NCC network are fully segregated. Denial of Service (DDOS) and
Intrusion Prevention system (IPS) has been implemented on our internet gateways and robust patching and host
based protection implemented on all NCC devices that attach to the network (this is a pre-requisite of PSN
accreditation, and is an ongoing task). A simulated phishing attack has been run and the results are being
analysed.
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Appendix A

Risk Number  [RM14223 | Date of update| 14 September 2017
Risk Name Payment Card Industry compliance of call monitoring system
Risk Owner Andrew Blaxter | Date entered on risk register] 10 March 2015

Risk Description

The current call monitoring system is not up to current PCI compliance standards, potentially leaving the
organisation exposed from a compliance perspective.

Original Current Tolerance Target
3 o 3 o 3 o F:crospegts
8 B o 8 s o] 8 B Q of meeting
% S E % S E % S 2 ng?eet Target Risk
2 E 2 ° £ 2 X~ £ 2 Score by
- - - Target Date
3 5 15 2 3 6 1 3 - Nov-17 Amber

Tasks to mitigate the risk

New call monitoring capability will be brought in from November 2017.

Progress update

Voice and data contract awarded. Update have produced a Project Initiation Document (PID) and
solution.

Implementation has been rolled back from April 2017 to November 17.

Finance looking at new payment system, where calls transferred to an automated service, removing all
PCI risk of card data.
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Appendix B
Risk management discussions and actions

Reflecting good risk management practice, there are some helpful promPts that can help
scrutinise risk, and guide future actions. These are set out below. tem 12

Suggested prompts for risk management improvement discussion

In reviewing the risks that have met the exception reporting criteria and so included in
this report, there are a number of risk management improvement questions that can be
worked through to aid the discussion, as below:

Why are we not meeting our target risk score?

What is the impact of not meeting our target risk score?
What progress with risk mitigation is predicted?

How can progress with risk mitigation be improved?
When will progress be back on track?

What can we learn for the future?

Ok wWN =

In doing so, committee members are asked to consider the actions that have been
identified by the risk owner and reviewer.

Risk Management improvement — suggested actions

A standard list of suggested actions have been developed. This provides members with
options for next steps where reported risk management scores or progress require
follow-up and additional work.

All actions, whether from this list or not, will be followed up and reported back to the
committee.

Suggested follow-up actions

Action Description

1 | Approve actions Approve recommended actions identified in the
exception reporting and set a date for reporting back to
the committee

2 | Identify Identify alternative/additional actions to those
alternative/additional recommended in the exception reporting and set a date
actions for reporting back to the committee

3 | Refer to Departmental [ DMT to work through the risk management issues
Management Team identified at the committee meeting and develop an

action plan for improvement and report back to
committee

4 | Refer to committee task | Member-led task and finish group to work through the
and finish group risk management issues identified at the committee
meeting and develop an action plan for improvement and
report back to committee

5 | Refer to County Identify key actions for risk management improvement
Leadership Team and refer to CLT for action
6 | Refer to Policy and Identify key actions for risk management improvement

Resources Committee | that have whole Council ‘Corporate risk’ implications and
refer them to the Policy and Resources committee for
action.
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Digital Innovation and Efficiency
Committee

ltem 13
Report title: Business Intelligence
Date of meeting: 8 November 2017
Responsible Chief Simon George — Executive Director, Finance
Officer: and Commercial Services

Strategic impact

Effective use of data, enabled by technology represents one of the few opportunities
available to the council to achieve better outcomes for local people and places despite
reducing budgets. Data warehousing, reporting, dashboards and GIS visualisation tools
have the capacity to help staff increase operational efficiency and improve strategic
decision making.

Executive summary

In order to help the council make better decisions at a strategic and operational level, we
need to ensure that we use data effectively. Access to up-to-date information, combined
from multiple systems and made available through easy to use interfaces can enable the
council to utilise its increasingly scarce resources more effectively.

The council’s data warehouse and associated technology (known as GRID) only went
fully live earlier this year but is already showing significant capacity to improve the
efficiency and effectiveness of the organisation through consolidated reports, dashboards
and GIS applications.

This presentation is intended to showcase the councils Business Intelligence technology,
including some specific examples of where it has made a difference.

Recommendations:

1. To note the development of the council’s Business Intelligence technology
and plans for ongoing development.

1. The Background and Context

1.1. The term business intelligence refers to the strategies and technologies used to
gain insight from business data. In a large organisation such as Norfolk County
Council this will typically involve a data warehouse with feeds from line of business
systems plus external reference datasets (such as property databases), linked to
reporting and visualisation tools which enable the data to be shown as charts,
maps and in other forms which help users to derive meaning and actionable
intelligence from the underlying data.

Individual line of business systems such as Highways, Social Care, Education and
Finance all have their own reporting capabilities. However, they are at varying
levels of effectiveness and do not generally have the ability to benefit from cross
referencing with data from other systems (internal or external) to provide greater
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insight.

2. Example benefits of the Grid system

2 1. The first example of the Grid’s impact is on the performance of the IMT service.
The “Dashboard” reports provided to this committee are generated using the
system and the Power Bl front end. These reports, combined with the ability to
drill into the indicators and visualise in other ways enables IMT managers and their
staff to see their individual, team and service workload in close to real time. They
can then make better informed decisions about how staff time is allocated and how
to process the workload. It informs problem management work (on recurring
faults), enables better staff performance management, shows which systems, staff
and processes are most effective and ultimately helps achieve better levels of
performance and satisfaction from a smaller, lower cost support team.

22 Three other examples are provided as case studies in the presentation. They
show how different data-sets are being analysed to inform whole system health
and care redesign, to engage the social care service market, enabling better
commissioning and an award winning children’s SEN transport application. The
SEN application is reducing operational costs right now and will inform future
service commissioning to further reduce costs and the time children spend
travelling.

Financial Implications

3.1. The “Grid” data warehouse was developed by Norfolk County Council staff and so
does not attract any direct licence or service fees. Therefore the ongoing use of
the system has no financial implications apart from staff time and use of the
Microsoft technologies upon which it is based. Experience to date shows that the
system can be a valuable asset to help the councils services achieve their savings
targets and maximise the effectiveness of future budgets.

4. Issues, risks and innovation

4.1. No major issues or risks have been identified with the possible exception of
information security. The information security risks have been minimised by
design as the business intelligence work is managed by the council’s information
management team. This team is also responsible for ensuring the data we hold is
only used in an open, fair and legal manner.

Officer Contact
If you have any questions about matters contained in this paper or want to see copies of
any assessments, eg equality impact assessment, please get in touch with:

Officer name : Geoff Connell Tel No. : 01603 222 700

Email address : geoff.connell@norfolk.gov.uk

IN A If you need this report in large print, audio, braille,
alternative format or in a different language please

V TRAN contact 0344 800 8020 or 0344 800 8011

communication for all (textphone) and we will do our best to help.

b


mailto:geoff.connell@norfolk.gov.uk
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